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PowerMAN Overview

v
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Measure Control Save

Data Synergy PowerMAN Power Manager is an advanced software product giving organisations of all
sizes a simple and effective solution to manage PC running costs. PowerMAN complements the built-
in power management features of Microsoft Windows® by providing:

1 Comprehensive, centralised, configuration of PC power management
1 Web-based, organisation-wide reporting of PC usage and costs

Power MANG6s innovative approach al | an entRly managedk r feat L
using familiar Windows tools. This dramatically reduces implementation time and delivers rapid

resul ts. P o we r Mfepbitisg system ajlawe both €T land non-IT staff to monitor progress

and identify areas for improvement.

The PowerMAN software is lightweight and scales very well. The client software (power policy
implementation) is configured using standard registry based settings or Windows Group Policy. This
does not normally require any additional server resources and will scale to the largest Windows
based networks with ease. The PowerMAN reporting (server) software is only used for reporting and
can handle > 50,000 computers on a single server. PowerMAN imposes minimal network bandwidth
requirements and is designed to work alongside exist proxy and firewall systems. Typically, the
standard power reporting feature generates less than 500 bytes of network traffic per day and the
optional live reporting feature 2-4 KB/day depending upon activity.

This document explains how to install and configure PowerMAN Power Manager. This document is
intended for a system / network administrator.

PowerMAN and PowerMON Products

PowerMAN software is distributed in two forms - PowerMAN and PowerMON.

The full software product is known as PowerMAN. This allows power management policies to be
applied and power usage information to be monitored. PowerMON is a limited feature version of the
same software that is used only for power monitoring. The same executable is used for both products.
The term PowerMAN is generally used in the documentation. The supplied license key and
ADM/ADMKX files are different. Some sections in this document refer to features only available in
PowerMAN.
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New in PowerMAN v5.3/v5.4

The PowerMAN v5.4 release includes several significant new features. Some of these are available
immediately upon installation whilst report related features also require PowerMAN Enterprise Server
(PMES) v5.3 to be available. This release of PowerMAN is fully backwards compatible with previous
releases of PMES. The following new features are present:

1. PowerMAN now supports Windows 10.0. The features available are identical to PowerMAN
running on Windows 7/8.x.

2. PowerMAN now supports optional Live Reporting when used with PMES v5.3. This shows
the current workstation status across the selected reporting site and optionally all sub-sites.
This feature requires minimal additional network bandwidth to provide an instant
understanding of the current operational situation. It is ideal for display on departmental
dashboards or similar.

Note: Live reporting requires a new client product key. This is available free-of-charge
to PowerMAN customers with current software assurance agreements.

University of New Town Live Statistics

Mo Logon Inactivity
9%

Live Activity Breakdown

Suspended

10%

User Activity
47%

&Exgort #/ Include sub-sites ¥ Combine categories ¥ Show % &) | Refresh |

3. PowerMAN now incorporates Availability Reporting when used with PMES v5.3. This report
shows workstations that are available for use and those already in use broken down by
reporting site. This feature is intended for use on operational dashboards and organisation
intranets:
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Sub-Site Computer Availability

24/8 Computer Lab 12/60

Daytime Computer Lab 12/49
East Campus Library ~ 13/25 |

Kigsk Terminals 01
West Campus Library  16/56 I —
ﬁxgur’[

4. The PMES v5.3 reporting engine has been updated to provide more granular information.
In particular reports now distinguish between workstations that are idle because no user is
logged on and workstations that are idle but logged on. This information can be extremely
useful when designingas ui t abl e remedi al power policy.
policy can be used to specifically target this scenario:

. 17340 inactive Hrs
Inactivity (Waste) / Hours Equivalent est. £ 345.54

380

285

= User Inactivity
No Logon Inactivity

954

[} T T T T T 1
7 Jun 2014 12 Jul 2014 27 Jul 2014 11 Aug 2014 26 Aug 2014 10 Sep 2014 25 Sep 2014

® Export Show | activity time v |from [27/06/2014 | Euntil 2510912014 | 2 ) week || Normatise [ a1 &2

5. The workstation detail report has been redesigned to distinguish periods when the
workstation was shutdown, suspended or forced awake by an application. This allows a
detailed understanding of the workstation lifecycle to be formed and power management
designed accordingly. In addition periods when the workstation is continually shutdown /

suspended are now specifically distinguished in the report:

Detailed Activity Report

(T No Data / User : Phantom
2 e 2 s [ D ) O i

18:00 24:00

Local 00:00
14/09/2014
15/09/2014 [BRY !!!.! 1
16/09/2014 I 1
17/09/2014

18/09/2014

19/09/2014

s« Report in local time. Includes 0.0 hour(s) time bias.

6. PowerMAN now supports a Protected Users feature. This allows exceptions to the power
management policy to be centrally configured on a per-user basis. This complements the
Protected Workstation feature that was introduced in release v5.2.8.
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7. PowerMAN scheduled policies (sleep, shutdown, reboot and wake-up) may now optionally be
configured to only apply on specific days of the month:

PowerMAN Power Manager v5.4

ﬂﬁcheduled Suspend;/Reboot/Shutdown - |EI|5|

E‘ Scheduled Suspend/Reboot/Shutdoun

Previous Setting Mext Setting
" Mot Configured ~ “omment: |
+ Enabled
" Disabled [~
Supported 8n [yindows 2000 or later ;I
Cptions: Help:
Define tirmefdays systern will automatically suspend, ;I
Dayls Evergd h
vis) I vEERY J reboot or shutdown, Time is 24-hour local systern
Dnly Date(s){Optional) Il’ 8,15, 24 time, Multiple dates may be separated with a comma
i) character, e.g. Towake on 1st and 10th of month
Tirne (hbemm) |23:|]|] specify '1, 10°, Leave dates blank if not required. If
necessary the systerm can resume to perform
Maode IPrDr‘npt User (Allaw cancel) j operation, This may be useful to transition from one
sleep state to another at a specific time, Some
Action IHihernate j systerns do not supportwake from some sleep states,
IUse the appropriate mode to avoid inconvenience to
Resurne if necessary IDisahIe vl LSEFS,

8. PowerMAN may now optionally collect workstation hardware information. This may be useful
when auditing an existing estate of workstations. This feature requires PowerMAN Server
v5.3 or later and is enabled by default unless the computer identity is hidden. Information
reported includes:

Number of CPU sockets / cores / logical processors
Estimated CPU speed (MHZz)

CPU make / model

Installed RAM

Motherboard make / model

BIOS make / version / release date

Number of hard / optical disks

e@~oooow

Data Synergy UK/ ENGAGE

Site Data Synergy UK
Computer EMNGAGE
Created 04/06/2013 MAC Address 00-90-F5-AT-EF-EF
Last Status 05/058/2014 Client Version 5285829
Supports States O 5345 Windows® Version G.1.7601 Service Pack 1
Supports Wake @ 3123 Timezone @ 1.0 hour(s) UTC
Disk Standby Supported Hardware buttons Power Sleep Lid
_SystemHDDFree ~ 50863MB_ _ Hibernation File (S4) _ Present
| Battery Battery supported (Portable) Platform %64 (54-bit) -l
CPU SocketsiCoresiLogical 1/2/4 2261 MHz CPU Model Intel(R) Caore(TM) i3 CPU M 350 @ 2.27GHz |
| System RAM 3892 MB System Model /| V'endor W760 (CLEYO Co.
Fixed ! Optical Drives 110 BIOS Vendor Phoenix Technologies LTD |
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9.

10.

11.

12.

13.

14.

>
The PowerMAN client has been improved to support:

a. Ignore phantom (optical) mouse input when no user logged on
b. Refresh user desktop upon resume

The PowerMAN user interface has been extended with the following new optional features:

1 Opt-out and keep-awake selection may be discarded on logout or reboot
1 Notification of recent power events via the Ul tray icon may now be disabled
1 Exit menu option may be disabled

These changes are designed to increase power management compliance by avoiding
unnecessary user distractions and discourage long-term abuse of the Ul features.

PowerMAN now includes a separate PowerINFO tool for power management debugging. This
tool is also available as a free download on the Data Synergy website. The INFO command-
line tool now reports additional wake timer information for Windows Vista and later.

Protected programs may now optionally include a minimum CPU activity threshold of 10-
100%. Programs running below the threshold are treated as unprotected. This more granular
configuration is intended to reduce cases where power management is unnecessarily
disabled due to an idle protected program. This feature is backwards compatible with existing
policies.

The fAdctreod eServer Serviceo f eat umgm@nulampsotebtioreof
just file and/or printer shares. This is intended to reduce cases where power management
is unnecessarily disabled on systems that share resources. This feature is backwards
compatible with existing policies.

The PowerMAN client now supports both Spanish and Italian language Ul display.
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PowerMAN Basics

PowerMAN offers many power management and reporting features. This section explains the key
features and terminology used throughout the rest of this document:

Advantages over Windows built-in power management 1 Why PowerMAN?

Microsoft Windows includes a basic, built-in, power management system. This can be used to
configure the computer to enter a low-power mode after a period of time. This feature has evolved
with each version of Windows but remains limited. PowerMAN adds several important extensions:

Central configuration of all power management features

Multiple policies per user or computer

Specific policy when nobody is logged on

Multiple scheduled sleep, hibernate, shutdown or wake-up policies
Option to logout or shutdown on idle

Powerful, enterprise-wide, power management reporting

E R I EEE ]

PowerMANG sinique benefit is that it places all of these features in one place and allows them to be
used in any appropriate combination. This allows effective power management strategies to be
created for every organisation that meet user requirements and maximize energy saving. The
inclusion of a built-in reporting suite means that progress can be monitored and policies fine-tuned as
necessary.

Low power modes - Shutdown, Hibernate and Sleep (S1-S5)

Modern PCs can offer several different power-saving modes. The PowerMAN site reporting tool can
be used to find which states are available on each PC. Not all modes are available on all systems and
each has some advantages:

1 Shutdown (Power Off) i The most efficient (and extreme!) method of power saving. This is
generally not appropriate for situations where a user is logged on as it will result in loss of the
u s e sedsmn. Some environments, such as shared access areas, may invoke a complete
shutdown after sufficient warning to deter users from leaving computers on and unattended

I Hibernate (S4) i This consumes the same amount of power as shutdown but allows the user
session to be restored with a short delay (usually about 30 seconds). This is appropriate for
computers that are used long term by the same user and where it would be inconvenient to
shut down the PC. Typically this policy would be used in an office environment.

1 Sleep (S1-S3) i This consumes slightly more power than hibernate but allows the user to
become productive again after only few seconds delay. Typically a PC in this state requires
less than 5% of the operating energy. Three different sleep modes (S1-S3) are available.
Each offers increased levels of energy saving. In most cases the available options may be
changed by using the appropriate BIOS setting.

In order of decreasing energy consumption the available states are as follows:
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S1 Sleep System appears off. The CPU is stopped; RAM is refreshed; the
(Smaller saving) system is running in a low powermode. To mai nt ai
session the power supply must remain connected.

S2 Sleep System appears off. The CPU has no power; RAM is refreshed;
the system is in a lower power mode than S1. To maintain the
userbs session the power supp

S3 Suspend System appears off. The CPU has no power; RAM is in slow
(Bigger saving) refresh; the power supply is in a reduced power mode. This
mode is also referred to as 'Save To RAM'. To maintain the
user6s session the power supp

S4 (Hibernate) System is off. The CPU and RAM have no power. This mode is
(Biggest saving) alsoreferredtoas6 Save to Disko6. The p

di sconnected without any | oss
S5 (Shutdown) System is off. There is no user session.

NB: A system in the shutdown state may still consume some
energy if connected to the mains supply. In most systems there
is no measurable difference in power consumption between
hibernate and shutdown. In some cases support for Wake-on-
LAN can slightly increase S4 power consumption.

The hibernate and sleep low-power modes do not log out the current user. This can result
in the next user being unable to logon as the workstation is locked by the previous user.
Therefore these methods are not appropriate for systems in public access areas unless
combined with an enforced user logout policy. PowerMAN will use the most energy efficient
state supported by the hardware. S3 is more efficient than S1

Data Synergy also supplies an enterprise tool for deploying BIOS
DMCMCS32.EXE settings. If you require this utility to quickly deploy hardware
Application settings to multiple computers please contact your sales
representative.
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Idle-based power management versus scheduled power management

-& power Options

' —% "
\\_) Ov I@ ~ &l Control Panel Tkems ~ Power Options - l‘g]
(7]

Select a power plan

Power plans can help you maximize your computer's performance or conserve energy, Make a plan
active by selecting it, or choose a plan and customize it by changing its power settings, Tell me more
about power plans

Flans shown on the battery meter

¥ Managed: PowerMan Default Policy Change plan settings

Pawer scheme managed by Systerm Administrator

' High petformance Change plan settings

Favors performance, but may use mare energy.

Hide additional plans d

" Balanced {recommended) Change plan settings

Autornatically balances perforrmance with energy consurmption on capable
hardware,

' Power saver Change plan settings

Saves energy by reducing your computer’s perforrmance where possible,

Screen brightness: O ———— |

PowerMAN allows power management
actions to be triggered in two different
ways:

1 When the system is idle
1 Ata specific scheduled time

Basic idle based power management is
available from the Windows Control Panel.
This can be used to configure the computer
to enter a low-power state (sleep or
hibernate) after a pre-set period of idleness.

PowerMAN extends idle management to
provide different policies for different users,
times of the time and additional idle actions
(logout, shutdown and reboot).

The computer is idle when no user activity
occurs (keyboard or mouse activity) for a
pre-set time and no important programs are
running.

Scheduled power management allows
the system to enter a low-power state or
resume to a working state at a pre-set time.

Idle and scheduled can both be useful.
Some organisations select an idle driven
approach whilst others are more
comfortable with a scheduled system.

Remember: Idle-based approaches
generally offer greater energy savings
because they allow each computer to
respond dynamically to the environment.
Scheduled approaches are more appropriate
for environments with a rigid and predicable
operating pattern. A timetabled school
classroom is a common example.

In some cases it may be beneficial to use a
mixture of approaches. PowerMAN fully
supports this.
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Default, No User, and specific-user idle policies

PowerMAN provides several different types of idle-based policies. Each has a specific use:

1 Default policy i Applies whenever another policy is not applicable. This is ideal if only one
policy is required or to define a fall-back policy for use when no other is relevant

1 No User policy i Applies specifically when no user is logged on. This may be used to define
a more aggressive power management strategy for
present then the default policy applies

1 Specific user policy i Applies when a specific user or user group member is logged on. This
allows a policy tailored for the user to apply. If no user policy is defined then the default policy
applies.

Multiple Policies T Precedence order

PowerMAN allows multiple policies to be defined for each of the default, no user and specific user
categories. Each policy may have an optional start/end time and apply only on certain days. Either of
the time fields may be left blank. PowerMAN processes the policies in strict order and will apply the
first applicable policy at any given time.

B Default Power Settings

Default Power Settings Additional Setting I Skate

w2 iz | Defaulk Power Settings Enabled

] . [iz| Defaulk Power Settings Additional #1 Enabled
Display Properties Default Power Settings Additional #2 Enabled
Requirements: \i=| Defaulk Power Settings Additional #3 Mot configured
Windows 2000 or laker |i=] Defaulk Power Settings Additional #4 Mot configured

Descripkion:

Power settings that apply ko all users
{including when nobody is logged on}
unless user specific settings are also
present, The kime settings are in lacal
system time and may be blank,

Policy enforcement feature (Anti-lInsomnia)

Windows uses an idle countdown timer to track the last significant system activity. When this timer
reaches zero the computer normally enters a low-power state (suspend). Activity such as
keyboard/mouse or CPU usage can reset this timer and postpone the low-power state.

The Windows timer can also be inhibited or reset by applications. Applications legitimately do this
when performing a critical task (such as an update) or when it would be inconvenient to the user for
the system to enter a different power state. For instance, the idle timer is disabled when Microsoft
PowerPoint is performing a slideshow.

In some circumstances applications may make excessive use of this feature. This is sometimes

k nown as PC 6insomni abd and resul ts i n the selected

expected. This will reduce system energy efficiency and increase operating costs. Depending upon
the installed applications this phenomenon may almost never happen or may be a constant problem.
PowerMAN includes a powerful policy enforcement feature that can be used to overcome this
undesirable behaviour.
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The PowerMAN reporting system marks
periods spent wake®hiss
an exclamation mark (!) symbol. This will
result in increased energy consumption if it
I occurs during otherwise inactive (red)

periods.
!
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| Forced Awake

i

There are several signs that policy enforcement may be required:
1 Computer power settings often fail to behave as configured

1T Power Management event IToeegompatprasrbeirsy pevweptedtfrodd 2003 : 06
entering the idle state by an unknown progr ambd

1T The historic report for a computer iné¢lude signif
indicated with the exclamation mark (!) symbol character

The Power MAN Policy Enforcement feature allows you toc
addition to the standard timeout setting. When this time has expired PowerMAN will force the

configured power action to occur. This works alongside the Protected Programs/Files feature and will

not enforce a power action whilst protection is active.

The Policy Enforcement feature is enabled by default with a grace period of 15 minutes. This
means that the assigned idle policy is enforced a maximum of 15 minutes after the last user activity.
We recommend that this feature is not disabled to ensure maximum compliance. If necessary this
feature may be configured or disabled.

Monitoring progress with PowerMAN reporting

PowerMAN allows PC operating information to be logged on a per-computer basis. This information is
aggregated for each site and may be used to understand the usage profile of managed PC
equipment, create a tailored management policy and monitor the on-going effectiveness of the policy.
This process is fully described in a separate PowerMAN Server Platform guide. This section is
designed to give you a brief overview of the features available.

Inactivity (Waste) / Hours The PowerMAN reporting platform is
available as either stand-alone, PowerMAN
Enterprise Server, software or as a hosted
service. Both product editions offer the same
reporting features.

3240

The system presents PC power related
information in a variety of graphical and
tabular formats. The reporting system has the

0-
3 May 2008 30 May 2008 16 Jun 2008 03 Jul 2008 20 Jul 2008 06 Aug 2008 23 Aug 2008 09 Sep 2008

Export Show  activity time - gatafrom 13/05/2008 ) unti 13/09/2008  TH [ |normalise (] Show Al fOHOWIng key features:

Sub-Sites

' Rank computers by inactivity level
Sales Area 1881075 8226.00 S and hlghllght the mOSt and |eaSt
Admin Area 7989.00 376326 I

lsicsasa  4ot07s  sssors wasteful computers

Development Area 729.50 370.00 |

Expot Show worst v 10 sub-sitesfrom 15012009 G yntil 04/04/2009

1 Group similar computers, display
summary information and drill-down
to individual PCs
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[ Reporting Root ]

Student Computers ) T Minimal network overhead at <0.5KB
Resource Centre ) per PC/day. Only anonymous data is
logged
Public Access Area ]
Administration ] 1 Addition 2-4KB per PC/day if live
Academic Staff ] reporting feature is also enabled

Research Staff |

9 Download data in Excel compatible

Teaching Staff ] format

Tip: We recommend that each physical or functional area is reported on separately. We also
recommend that each area with a distinct power management strategy is reported on
separately. This will allow the effect of the strategy to be clearly measured.

Information is collected in an anonymous format that cannot be used to identify a specific user or
the activity the user was performing. The information is uploaded in XML format using the industry
standard HTTP POST protocol that is designed to work with proxy servers and network filtering. The
protocol of the transmitted data is available, upon request, from PowerMAN Technical Support.

The statistics for a site can be viewed by visiting a specific URL on the PowerMAN logging server.
The default hosted server provided with PowerMAN is www.pmstats.orq:443. Detailed logs are
normally retained for at least three months and after this period summary information is retained for at
least a further year

Power Management Event Log

PowerMAN incorporates a powerful power management event logging feature. This can be accessed
with the standard Windows event viewer tool Eventvwr.exe.

The event log combines relevant power related events together with PowerMAN activity in
chronological order. This information can be extremely useful when investigating power management
problems or fine tuning settings. There is a summary of the most commonly logged events in an
appendix at the end of this document.

PowerMAN event log on Windows Vista/7/8/10 (under Application and Services Logs):

@ vt viens o)
> Lmy Windows Logs — gory
4 [ Applicatiens and Services Logs '\!,'Information 09/04/2013 14:12:47 PowerhAN 6016 Reporting

‘.—| Hardware Events I:i)lm‘orr‘r‘|atinr1 09/04/2013 13:17:56 PowerMAN 4033 Policy
Internet Explorer ':i:'lnformatinn 09/04/2013 1317:16 PowerMAN 3004 Session
] Key Management Service 'ii:'lnformation 09/04/2013 13:16:58 PowerMAN 4033 Policy
- [ Microsoft 'ﬁ' Error 09/04/2013 13:16:58 PowerhMAN 6013 Reporting
i+| Microsoft Office Alerts 'iﬁ' Error 09/04/2013 13:16:58 PowerMAN 6032 Reporting
Power Management | (i) Information  09/04/2013 13:16:58 PowerlMAN 1002 Service
] Windows PowerShell (i)Information  09/04/2013 13:16:38 PowerlMAN 6022 Reporting
» Lg Saved Logs (i) Information  D3/D4/2013 13:16:58 PowerMAN 6003 Reporting
24 Subscriptions (i) Information  09/04/2013 13:16:58 PowerMAN 6006 Reporting
(i)Informatinn 9042013 13 16:58 Powwerhd AN BONA  Rennrting
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PowerMAN can be configured to log additional information using the appropriate option under

Advanced/Event Logging. The PowerMAN service must be restarted or the computer rebooted for this
change to become effective.

PowerMAN Power Manager v5.4

PowerMAN event log on Windows XP/2003 (under Event Viewer):

Q Computer Managerent (Local) Type Date Time Source
=/l System Taols (EInformation  25/10/2008  19:33:51 Pawertan
= 1] Evenk Viewer E)Information  25/10/2008 193350 PowerMan

/N warning 75/10/2008  19:27:48  PowerMan
@ Information  25/10/2008 12748 Powerian
@ Information  25/10/2008 12748 Powerian

: N warning 25/10/2008  19:27:48  PowerMan
0 Shared Folders N warning 25/10/2008  19:17:48  PowerMan
+ % Lacal Users and Groups (@ irformation  25/10/2008  19:17:47  PowerMan

o B Darfrrmance | ane and okl | A INformation  25/10/2008 19117147 PoierMan

Separate AC (mains) and DC (battery) policies

PowerMAN provides separate power management policies for systems running on AC (mains) and
DC (battery) power. This feature is commonly used to provide for greater power saving on battery
powered systems. PowerMAN uses the term AC to refer to mains power and DC to refer to battery
power.

Tip: DC policies are ignored by default. This feature may be enabled by using the policy
located under in the miscellaneous section. This feature may be ignored for desktop
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Product Installation
Installation Prerequisites

PowerMAN supports the following platforms:

T PowerMAN Client i Windows XP Professional, Vista, Windows 7, Windows 8.x and
Windows 10.0

1 Reporting Server (optional) i Windows Server 2003, 2008 and 2012

The PowerMAN client is a common executable (EXE) on all supported versions of Windows. The
client software is available in both 32-bit and 64-bit formats. The 32-bit version may be used in mixed
32/64-bit workstations estates and offers identical features on 64-bit systems.

In most cases the client software offers identical power management features on every supported
Windows version. There are some minor differences between operating systems due to operating
system design. Where necessary these are highlighted in this guide. In all other circumstances
features and configuration are identical.

PowerMAN is designed to integrate seamlessly with a Windows Active Directory / Group Policy
(GPO) infrastructure and can, in many cases, be configured and deployed in less than one hour.

Alternatively, PowerMAN may be installed with a variety of alternative deployment and configuration
methods. Common examples are:

ZENworks

LANDesk

RM Community Connect

Altiris

HP OpenView

SMS

SCCM

XCOPY installation (single self-installing EXE)

=4 =4 -4 _a_8_9_-9a_-2

The following sections explain the two most common deployment methods using Windows GPO and
an SMS/XCOPYinstallation. It also explains how the registry settings may be created, without an
Active Directory infrastructure, using a standard Windows XP or later client computer. The
appendices at the end of this guide cover more specific installations for ZENWorks and RM
Community Connect.

Windows 2000 Support: PowerMAN previously supported Windows 2000. This feature has been
removed in v5.4.0. Please contact Data Synergy if you required Windows 2000 support for further
information.
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Getting to know your hardware

Before commencing a live PowerMAN deployment we recommend you spend some time investigating
your PCs to understand what power management features they support. This information can be
invaluable later when planning a power management strategy or troubleshooting a problem.

The following checks may be performed using the PowerMAN.exe located in the Standalone folder of
the product distribution.

1. First, check the power management capabilities of a sample PC with the command:
POWERMAN INFO

PowerMAN will display useful technical information about the PC. The power capability
information is located at the end of the display. A typical abbreviated output would be:

SystemPowerCapabilities:
PowerButtonPresent 1
SleepButtonPresent 1
Supports S1 (CPU Sleep) 0

Supports S2 (Sleep) 0

Supports S3 (Standby) 1

Supports S4 (Hibernate) 1

Supports S5 (Off) 1

é

Min RtcWake State S3 (Standby/STR)
Min DeviceWake State Unspecified

Def aultLowLatencyWake State Unspecified

The five 6 Su p p o 6 k felds indicate which low-power state are supported. Generally
support for any one of S1-S3 (sleep) and S4 (hibernate) is desirable. In some cases it may be
possible to change the modes supported by amending the appropriate BIOS setting.

Thed Mi Rt ¢ Wa k e sfield indecétes the maximum low-power state that the system
may self-resume (automatically wake) from. This is usually S1-S4. If you intend to use the
scheduled wake-up feature you should consider this field when determining which low-power
states to use.

2. Secondly, you can check that the computer can sleep/hibernate and then self-resume about
one minute later by using the following two commands:

POWERMAN SLEEPCHECK

or

POWERMAN HIBERGCK

Page 21/131



=

PowerMAN Power Manager v5.4

Deployment Preparation

Before starting on a PowerMAN deployment there are a few essential steps to prepare:
1. Obtain a unique product key i There are two different types of product keys available:
1 PowerMON (Reporting only) i PC power usage information is reported a PowerMAN
server for analysis and display. This is ideal for environments with an existing power

management system or for long-term audit purposes.

1 PowerMAN (Full product) i In addition to the reporting features above, all power
management features are enabled. PowerMAN can apply and manage all power policies.

For the purposes of this document the following fictitious information is used:

Organisation: Example Corporation Limited
Product Key: XGHK-GABQ-GDTH-UJKQ-HYJK-DBKY

NB: This product key is a demonstration key and will not function on a live system. Please
remember the client product key and the server product key are different.

PowerMAN evaluation product keys are designed to expire. When this happens
PowerMAN stops applying new power settings and stops reporting usage information
to the reporting server (if applicable). The PowerMAN service continues to run and
internally cache PC usage information. In a normal configuration the log data is
retained, by default, for 28 days. If a new product key is applied PowerMAN resumes
normal operation following the next system reboot.

There is no user pop-up when the product key expires and the process is transparent
to the user. PowerMAN continues to report in the event log.

2. Select a PowerMAN reporting strategy i PowerMAN may be used with three different
reporting strategies:

1 Noreporting i Power management only
1 Hosted power reporting i Running on Data Synergy or partner servers
1 Private reporting i Local PowerMAN Enterprise Server software

The hosted reporting system minimises installation time and avoids the need to provision a
private server. The reporting features available are identical to the standard PowerMAN
Enterprise server environment.

3. Determine if PowerMAN live reporting is required i PowerMAN v5.3 and later includes
optional support for additional filived power manageme
feature provides contemporaneous throughout the day at the cost of 2-4KB of additional
network traffic. This feature is only available if normal PowerMAN reporting is also enabled.

4. Select adeployment method i PowerMAN may be deployed using a variety of methods.
The two most common methods, Windows Group Policy and an XCOPY style deployment are
described in the following sections. The appendices at the end of this document contain
worked examples for other installation methods.
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5. Select a deployment strategy i PowerMAN works best if it is used progressively to
introduce power saving. The recommended approach for a new installation is as follows:

PowerMAN Power Manager v5.4

1 Initially deploy with monitoring enabled but no active power management

1 Wait several weeks for a usage pattern to emerge (two complete weeks is usually
sufficient)

1T Activate some modest power settings. Typicall.\
that are not logged on and turning off monitors after a few minutes. Wait another
period to observe the effect of these changes before proceeding. This initial policy
need not be visible to users.

1 Apply some more aggressive power settings. There are a number of approaches to
this depending on the operation scenario. For example, some organisations hibernate
computers that are not being actively used after 30 minutes. In a public access area,
where a user should not be left logged on for prolonged period of inactivity it may be
appropriate to shut down the computer (with suitable warning) after 10 minutes.

9 If appropriate consider communicating the strategy and on-going progress to the
users. Some sites have reported that user participation may itself contribute
significantly to real energy savings. It is even possible to create league table of the
most wasteful users or departments!

1 Consider applying other settings that may be beneficial to users such as
automatically starting PCs at a certain time in the morning. Please remember, of
course, that in some scenarios with irregular usage patterns (such as libraries) this
may result in a significant increase in energy consumption

1 Consider enabling the PowerMAN user interface icon. This may be used to permit
some users to opt-out of the managed policy or to view their personal workstation
PowerMAN statistics.

1 Continue to monitor the site periodically and ensure that the current settings are
working effectively.

Preparation for PowerMAN reporting (Optional)

PowerMAN reporting complements the PowerMAN client software by providing powerful, enterprise-
wide, reporting of PC energy usage, costs and waste. The reporting software is available as both a
hosted environment or traditional PowerMAN Enterprise server software running on an in-house
server.

The reporting is optional i the PowerMAN client software will function fully without it. However, the
reports can be extremely useful to monitor the on-going effectives of your PowerMAN installation and
determine where further improvements can be made.

PowerMAN reporting is simple to configure but will work best if the reporting strategy is planned in

advance. Power MAN refers to groups of associated computer
called a SiteGUID, to associate the workstations for reporting purposes. The SiteGUID must be

registered with the reporting server for the data to be correctly attributed. Each site may also be given

a friendly description.

Tip: PowerMAN Enterprise Server v5.2 and later supports automatic creation of reporting sites
based upon the Active Directory membership of each workstation. To use this feature deploy a
singl e Or ootball wBrkstatooi dhdBenable automatic site creation on the server.
Please see the PowerMAN Enterprise Server documentation for further details.
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To prepare for reporting proceed as follows:

1. Identify a group or multiple groups of PCs for deployment i Each group of related PCs is
known as a Power MAN O6siteb6.

An ideal siteisagroupofsi mi | ar PCés within a def
office, department or computer room. It is also good practice to use a separate
site for areas with distinct power management strategies. This will allow you to
compare areas.

A typical site can have from 20 to several hundred computers and will be suitable
for managing as a single entity. After deployment you should try not to change
the scope of the site (it is easy to create another one) as this may reduce the
quality of the report data gathered.

You can easily create additional sites to logically divide your estate of managed
computers and nest sites within one another to reflect your organisation structure.

There is no limit on the number of sites supported.

2. If using manual site creation, allocate a unique SiteGUID for each site i A SiteGUID may
be generated on the PowerMAN reporting website using the Add/Move Site link:

Example Corporation Limited

Organisation Example Carporation Limited QOU=Desktop, DC=corp, DC=local

Created 01/01/2009 First Data 25/02/2008
Expires MNever Last Data 25/04/2009
Min. Data Retention & Unlimited Total Computers 104 Export

-
Total Sub-Sites 2 Export I.A-:‘d.-'r‘\-‘cv.-e Site_l

It may also be generated by a standard GUID generation program or by using the makeguid
command built-in to PowerMAN:

D:\ >POWERMAN MAKEGUID
{f2822500 - 7128- 48ac - 89c4 - f9al15274afbd}

A SiteGUID created using this method MUST be registered on the server by using the
Add/Move Site link before reporting can function.

Tip: PowerMAN software evaluations are usually supplied with an initial Root SiteGUID
for the hosted reporting system.

This may be used directly to for basic reporting. In this case you do not need to create a
new SiteGUID. Larger organisations may wish to create a hierarchy of sub-sites
allocated each area separate SiteGUID. In this case the Root SiteGUID may be ignored.

3. Alternatively, if using PowerMAN Enterprise Server v5.2 or later with automatic site
creation enabled, determine the root SiteGUID from the server and deploy this to all
workstations 1 This is the SiteGUID associated with the reporting location you wish to treat
as the AD root. All further reporting sites will be automatically created below this level.
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Microsoft Windows Group Policy Deployment Method
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The most common way to deploy the PowerMAN client software is using Windows Group Policy. This
feature is available on any network running Windows 2000 Server or later. The example below uses
the Group Policy Management Console (GPMC) which is available from Microsoft as a free download
(this is built into later versions of Windows 2003 Server and later). If GMPC is not available then the
older GPEDIT tool (which is built in to Windows) may also be used.

Group Policy Management Console (GPMC) is available from:

http://www.microsoft.com/downloads/details.aspx?FamilylD=0A6D4C24-8CBD-4B35-9272-
DD3CBFC81887&displaylang=en

PowerMAN client deployment requires two core files. These are the only files you need to perform an
installation:

_EI PowerMan Setup.msi PowerMAN Setup.msi_ contains th_e PowerMAN program _in
’ windows Installer Package a deployable form. This may be installed manually or via
I X Windows GPO. This file also deploys the separate

PowerSTART application that may be used to launch
programs that require the system to remain active.

PowerMans. adm PowerMANS5.adm / PowerMONS5.adm is an Administrative
Policy Template Fil Template that is loaded onto the Windows Server and used
to configure the PowerMAN or PowerMON software. An

ADMX file is also provided for use on Windows 2008 and
later servers. The policy features available are identical.

Making effective use of policy inheritance (Larger networks)

The supplied ADM/ADMX file can be used for both deployment and configuration. The basic example
below assumes that there is only a single Organisation Unit (OU). However, PowerMAN fully supports
operation in a diverse, multi-OU, network.

( Reporting Root ) The ADM/ADMX file may be used to create
Student Compuiers ) several Group Policies to deploy unrelated
P settings at different OU levels. By default Group

inheritance so that lower objects receive the
combination of higher level policies.

b Resource Centre | Policy will automatically propagate policies using

Public Access Area ]

_[ Administration ]

A common approach is to deploy the software and

—{ T common settings (for instance the PID key) at the
Research Staff ) top level and apply more specific policies for child
OUs.
Teaching Staff ]

Policy elements may be freely mixed in this way.
The only requirement is that a specific policy
setting must only be applied once.

Tip: A common configuration mistake is to create a separate PowerMAN policy for each distinct
OU and duplicate settings. In a small Active Directory this may be acceptable but generally it
should be avoided. If you find yourself duplicating the same setting several times this may
indicate that the policy strategy selected is not making best use of policy inheritance.
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In a network with multiple policies and/or reporting units, and where policy inheritance is not blocked,
we recommend that policies are applied in three distinct layers:

PowerMAN Power Manager v5.4

1. Common policies T License PID key etc. that apply globally
2. Reporting unit policy T Reporting settings applied on a per location/site basis
3. Power management policy(s) i Actual power management policies created for each

scenario and linked to appropriate management units as necessary

Group Policy Worked Example (Windows Server 2003 and later)

To install PowerMAN using GPO on Windows 2003 Server proceed as follows. The procedure for
Windows 2008/2012 Server is almost identical:

1. Open the Group Policy Management Console (GPMC.MSC):

2%

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Cper: I gpmc.msc| j

(o] 4 I Cancel | Browse, ., |

2. Locate the Organizational Unit (OU) that you wish to deploy the software to. The example
deploys the software to a OU called Public Access Room

:.F.fE iaroup Palicy Management
Elﬁ Farest: corp.datasynergy,co.uk,
EI@ Diarnains
El@ corp,datasynergy.co,uk
% Default Domain Policy

[#-(&dl Domain Controllers
=1-(&8 Metwork
E E@ Compukers

@ Cffice Computers

% Ry Create and Link 3 GPO Here...
: i

-5 WMI Filters Link an Existing GPO. ..
EEI-- Sites Block Inheritance

gruup ED:FY :Indei::inc_ izroup Policy Modeling Wizard., ..
2] farfup Folcy Resuls Mew Crganizational Lnit

Mew Window From Here

Delete
Renarme
Refresh

Properties

Help
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3. Right click the OU and select Create and Link a GPO here

4. Enter a name of the new policy and click Ok. The example creates a policy called Software 1

PowerMAN Power Manager.

x|

Mame: Software - PowerbdaM Power Manager

o]

Cancel |

5. Select the newly created policy, right click and select Edit

ifE Group Policy Management
E‘sﬁ Farest: corp.datasynergy.co.uk
EI@ Dornains
E@ corp.datasynergy, co.uk
-5} Default Domain Policy
@ Domain Contrallers
-8 Metwork
E E@ Computers
{EI Office Computers
E@ Public Access Room

[+~ Group Policy Objects
W Filters

..

[- L5 Sites

Group Policy Modeling
r

4 Group Policy Results

Software - PowerMAN Power Manager

Enforced
v Link Enabled
Save Report...

View 3
Mew \Window From Here

Delete
Rename
Refresh

Help

6. The Group Policy Object Editor should open. This is used configure the deployment.
Navigate to the Computer Configuration section and expand Software Installation. Right

click and select New/Package:
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=} Software - PowerMAN Power Manager

EI@ Computer Configuration

- =[] Software Settings
Software installation
[:l Windows Settings

‘ [:| Administrative Templates

Elﬁ User Configuration
I:l Software Settings
-] Windows Settings
f#1-[_1 Administrative Templates

Wiew

Paste
Refresh

Export List. ..

Properties

Help

results without this extra complication.

Remember: Most PowerMAN settings are made in the Computer Configuration
section of the Group Policy Editor. This is because the software must be
deployed to a computer (and not a specific) user. It is possible to assign
individual policies to specific users or groups of users but this should only be
done in an advanced installation. It is normally possible to achieve very good

7. Browse to the network share that contains the PowerMAN Setup.msi file and press Open.

el .4
Lok i Iﬁ. Packages j Qo 2 CF -
Iﬁ%’PDwerMANS.msi
My Docurments
b4y Computer
File hame: I\'\win2DDBr2‘\Packages'\PowerMAN B.msi | j Open I
Files aof pe: IWinduws Inztaller packages [*.mzi)

- Cancel
E] ==

Remember: The MSI file should be placed in a share on the server that is
accessible to the destination computers. A common technique is to grant
Domain Computers read access of the share and underlying file system. This
is explained further in the troubleshooting section below
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8. Select Assigned as the deployment method. PowerMAN is a system application and
therefore itis notappropriat e t o O6publishdé it to users:

PowerMAN Power Manager v5.4

2%

Select deployment method:

" Eublizhed

= Advanced

Select thiz option to Azzign the application without modifications.

(] I Cancel

9. Right click on the newly created package and select Properties:

v Gubo-Inskall

Assign
Publish

all Tasks 3
Refresh

Proporties |

Help

10. Select the Deployment tab (Advanced in some earlier service pack revisions) and tick
Uninstall this application when it falls out of the scope of management. Click Ok:
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PowerMAN Power Manager Properkties ilil

General DED"J.'r'mEﬂlILngrades Categornies Mu:uu:lific:atiu:unsl Securit_l,ll

— Deployment type
' Eublished

¥ fesigned

— Deployment options

¥ &utoinstallthis application by file extension activation

v iUninstall thiz application when it falls out of the scope Dfé
management

[T Do nct display this package in the &dd/Bemoyve Programs corntol
panel

™| Installithiz application at logon

— Installation user interface options
" Basic

% [l awimum

Advanced... |

ok I Cancel &pply

11. Navigate to the Computer Configuration / Administered Templates, right click and select
Add/Remote Templates:

_E—j Software - PowerMAN Power Manager
El@ Computer Configuration
- B[] Software Settings
o | Software installation
I:l Windows Settings
a Administrative Templatesg

El@ User Configuration addiRemove Templates, ..
I:l Su:!Ftware Sett.lngs All Tasks R
I:l Windows Settings
-[Z2] Administrative Template: Wi »

Export List. ..
Help

12. Click Add and locate the PowerMANS5.adm file supplied. When this is completed click Close.
It may be helpful to remove the other administrative templates present using the Remove
button. These are not required for PowerMAN.

Tip: An ADMX file is provided for use on servers running Windows Server 2008 and
later. It provides the same features as the ADM file. To install the policy files copy the
ADMX file and en-US folder to the \Windows\PolicyDefinitions folder on the server
and re-open the Group Policy editor. Please see the following microsoft documentation

for further information:

http://msdn.microsoft.com/en-us/library/bb530196.aspx
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13. The Group Policy editor should now contain a section for PowerMAN Power Management
(other sections may be present depending on server configuration). When using the ADM file
method this is located under Administrative Templates.

Select the PowerMAN Power Management section:

Ej Software - PowerMAN Power Manager
EI@ Computer Configuration
- &[] Software Settings
i [ windows Settings
=8 I:l Administr ative Templates

: owerlAk Power Management
EI ﬁ Idser Configuration

-] Software Settings

I:l Windows Settings

I:l Administrative Templates

14. The right hand pane will display a list of the available policy settings:

| Setting State
|:|F'|:|Iicv Preferences

|:|Cust|:|m Actions

(_Protected Objects

(IMiscellaneous Power Settings

|:|Devil:e Power Setkings

(_scheduled Actions

|:|r'-.|-:| User Power Settings

(_dDefaul Pawer Settings

@ Product Licensing Mot configured
@ Power Management Reparting Mot configured
@ Resume Configuration Mot configured
@ advanced Settings Mok configured
@ Erforcement | PC Insomnia Mok configured
@ Global Power Settings Mok configured
15?,'{ User Interface Mot configured
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=

The following PowerMAN configuration sections are available:

Section

Meaning

Policy Preferences

Settings to manage lists of power policies that
may optionally be selected by the user or external
logic.

Custom Actions

Configure actions that occur during suspend and
resume.

Protected Objects

Settings to configure a list of protected programs,
files and times that, when present, ensure the
system does not enter a low power state.

Miscellaneous Power Settings

Miscellaneous settings for power management

Device Power Settings

Settings to configure device support and
behaviour in a power managed environment.

Scheduled Actions

Configure the system to shutdown, suspend,
hibernate, reboot and resume at specific
scheduled times.

No User Power Settings

Power settings that apply when no user is logged
on (logon prompt screen)

Default Power Settings

Power settings that apply unless a more specific
policy applies

Product Licensing

Product key settings. These are required for
PowerMAN to fully function.

Power Management Reporting

Reporting site configuration information and
report server settings

Resume Configuration

Configure system behaviour after automatic
resume (auto wake-up or Wake-on-LAN)

Advanced

Advanced configuration and debug settings used
to investigate problems

Enforcement / PC Insomnia

Settings to ensure other programs or Windows
cannot override the selected power policy

Global Power Settings

Power settings that apply to all users

User Interface

User interface settings

A basic PowerMON or PowerMAN deployment, operating in reporting-only mode, requires only five

settings:

= =4 -8 —a 9

Registered organisation name

Registered product identification key (PID key)

SiteGUID T You can generate this on the reporting system
Logging server name 1 The default hosted server is pmstats.org
Logging server port i The default hosted server port is 443. The default PowerMAN

Enterprise Server port is 8080

To configure the product licensing proceed as follows:

1. Open the PowerMAN Group Policy previously created

2. Select Product Licensing, right click and select Properties

3. Select Enabled, carefully enter the product details supplied with the software, and click Ok
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i
E‘ Pl el iuaireing Previous Setting | Mext Setting
" Mot Configured Comment: ]
% Enahled
" Disabled |
Supported o [yiindouws 2000 or later -
hd
Optians: Help:
Registered Organisation Enter registered narme and product key, These are required for =

ozt PowerbdAM Power Management to function, Release w5.3.1

IExampIe Corporation Limited

Product Key

I)(GHK—GABQ—GDTH—UJKQ—HYJK—DB‘FK

To configure the optional PowerMAN reporting settings proceed as follows:
2. Select Power Management Reporting, right click and select Properties

3. Select Enabled and configure the appropriate SiteGUID (including start and end brace
characters) and reporting server details. For instance:

@Power Management Reporting - |EI|5|

E Powver Managerment Reparting

Previous Setting Mext Setting
Mot Configured Comment: ;I
% Enabled
" Disabled =l
Supported on: [y dows 2000 or later ;I
Options: Help:
Site GLID I{canedEIIJ-SIJ95-4eab-aElf-fdbﬁdElﬁbedE Configure settings used for power management reporting, The ;I
SiteGUID should be contained within braces {} It is not necessary
Sepver Ipmstats.org to prefix the server address with http:/S. The log backup file may
optionally be used to store a duplicate copy of the pouwer usage
Sepver Port |443 ﬁ log. This rmay be useful for computers that are frequently
reinstalled, If not required this may be blank. Hiding the PC
Proy I identity will prevent the computer name and hardware MAC
address frorm being reported. This will prevent this infarmation
Promy Port Isnsn ﬁ frorn being used for Wake-on-LAMN and for persistent ClientGLUID
generation, Live status reporting requires an additional product
license,
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Optionally, you may also wish to enable hardware information and live reporting:

Include Hardweare Data IEnahIE j
Report lve status IEnahIE j
Hide PC Identity [Disable |

More advanced installations may also require the following:

9 Proxy server name
1 Proxy server port
1 Log Backup File

These settings may be ignored if they are not required. Please remember to ensure that your
site firewall / proxy server will allow http protocol traffic to the logging server.

To complete the basic configuration click Ok

4. Close the Group Policy Object Editor and test the policy works by restarting a computer in the
relevant Organisation Unit.

5. As the computer starts you should see the PowerMAN Power Management application install
prior to the display of the logon prompt. If this does not happen please consult the
troubleshooting section below.

Tip: Depending upon server configuration, timing and any other pending
updates a second reboot may sometimes be necessary for the client software
to complete installation. This is completely normal.

Whilst on Windows 7 and later the following dialogue is displayed during installation:

2 Please wait...
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On Windows XP, for example, the following dialogue is displayed:

PowerMAN Power Manager v5.4

Please wait...

'y

Copyright € 1985-2001 l 'm
Microsoft Corporation

|nztalling managed software PowerbddM Power banager. .

6. Confirm that the service has fully installed by opening the Computer Management Console
(compmgmt.msc) and checking the status of the PowerMAN Power Management service.
The service should be already Started as shown below:

ﬂ;_!l:umputer Management

File  Ackion  Wiew Help

S ENEEN I T

A Computer Management {Local) Mame = | Descripkion | Status | Startup Type | Log On As |
=] '[[).3 System Tools £, Peer Mame Resolution Protocol Enables serverless ..,  Started Manual Local Service
@ Task Scheduler Ly Peer Mebworking Grouping Enables multi-party...  Started Manual Local Service
@_ﬁ Event Viewer £ Peer Metwarking Identity Manager Provides identiby se...  Started Manual Local Service
@] Shared Folders L Performance Counter DLL Host Enables remote use. .. Manual Local Service
‘..% Local Users and Graups Lo Performance Logs & Alerts Perforrmance Logs ... Manual Local Service
l‘—:’ Ferl .Drmance £ Plug and Play Enables & computer...  Started Aukornatic Local Syskem
gy Device Manager o
o €3 storage L PnP-¥ IP Bus Enumeratar The PnP-x bus enu. .. fanual Local Syskem
- ; L. PMRP Machine Mame Publication Service This service publish. .. fanual Local Service
=7 Disk Management ey " ) i ; i | |
= 5-:{} Services and Applications .:/._ Paortable Device Enurnerator Service Enfaorces group poli. .. Manual . Local Syskern
'ﬂ) Inkernet Information Sery | o Pawer Manages power pol...  Started Autnmatc Local Syskem

2, Services ' ... Starked Aukomati
4 WM Contral S Prink Spocler Loads Files ko memo...  Started Aukornatic Local Syskem
SCL Server Configuration | 5 Problem Reports and Solutions Control Panel 5. This service provid... rManual Local System
S0 Server Configuration | 5 Program Comnpatibilivy Assistant Service This service prowid...  Started Aukomatic Local Syskem
S Protected Storage Provides protected ... Manual Local Syskem
L PSEXESVC GELIET Loral Swskem

7. If necessary you can always verify the version of the PowerMAN service by locating the
program in the \Windows\System32 folder (or \Windows\SysWow64 for 32-bit PowerMAN
installed on a 64-bit platform):

. System32

o ; -
Qk\_)?| . = Computer - Local Disk (C:) ~ Windows =~ System32 -

Qrganize Open Burm  Mew folder

Jr Favorites Nﬂ”? - § Dalte rlnochﬁed Type Size
4 Dowrloads |*] powsertracker.di 09/01/2015 03: 14 DLL File Z9KE

Bl Deskiop
=l Recent Places

=]

£

(| powercpl.di PowerMAMN.exe Properties il 75 KB
- Libraries (= powercig.e | | o I 70 KE

E General | Compatibility | Secunty  Detals | Previous Yersions
| hpps (%) powerchg.e| 170 KB
4] Documents % | poks.di Property | walue [ 27 KB
ot Music =] PortableDes Description 214 KB

=/ Pictures ) o )
B videos || PartableDes File description  PowerMAN Service 166 KE
=] PortableDes Type Application ZISKB
‘4 Homegroup =] PortableDe: File: wersion 5.4.0.5524 219 KE
- Praduct name  PowerbdaM Power Management Service
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Alternative SMS / XCOPY Deployment Method

PowerMAN supports a variety of deployment methods. The so-called XCOPY method describes the
most basic, manual, technique for installing the program. This may be adapted for environments such
as SMS as required. This section explains the key features of such a deployment

1 Obtain the PowerMAN installation file and install on the destination PC. There are several
alternative ways for an Administrator level user to do this:

1 Double click the MSI file and follow the on-screen prompts

_E PowerMan Setup.msi
Ir Windows Installer Package

1 Install the silently with the following command line:

MS| EXEC PowerMAN Set up. msi 0 [/ gn

1 Locate the PowerMAN.exe file in the Standalone folder (supplied with the PowerMAN
distribution) and copy it to the \Windows\System32 folder on the destination
computer:

[ ] PowerMAan
PowerMAal Service
| Data Synergy L LEd

This last method requires the service to be separately installed. This is only required
the first time. Log on with an account that has administrative rights and execute the
following command:

POWERMAN START
The PowerMAN.exe file is the ONLY file required on the client computer.

You may optionally wish to use the separate PowerStart.exe program. This can be
installed by simply copying it to the \Windows\System32 folder.

Remember: The PowerMAN service must be installed by a user with local
administrative rights. It is not possible to install PowerMAN using a logon script
(which runs as a user). It is possible to install PowerMAN with a computer start-
up script. See the following web page for an example:

http://technet.microsoft.com/en-us/library/cc779329(WS.10).aspx
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Deploy the required configuration settings using the Windows Local Group Policy, REG.EXE or
REGEDIT tools. The section 6 Al t ernati ve Co n-LlocuGraup Pabiay / Registrh o d
Set t iamtleserdd of this document explains how this may be done. As noted above the minimal
required settings are normally:

PowerMAN Power Manager v5.4

Registered organisation name

Registered product identification key (PID key)

SiteGUID T You can generate this with the MAKEGUID command
Logging server name i The standard server is pmstats.org

Logging server port (usually 443 for hosted system and 8080 for PMES)

E I ]

Deploying PowerMAN inapre-bui |t soft war estyledeptpgmedtGhost o

PowerMAN fully supports deployment in a pre-built software image. This is sometimes known as a
6 G h esg/le deployment. Typically, in this scenario, PowerMAN is manually installed on a master
computer. In some cases some initial settings may be configured using Local Group Policy or similar.
This computer is then cloned on to multiple destination computers. There is one important thing to
remember when performing such a deployment:

Remember: The ClientGUID value is used to uniquely identify each computer.
This is automatically generated and should not be cloned from one computer to
another. If this field is removed PowerMAN will generate a unique new
ClientGUID . If the same ClientGUID is present on multiple computers this will
prevent the reporting feature from operating correctly. Please remember to remove
the Clie ntGUID prior to creating the master software image. The easiest way to
do this is to stop the PowerMAN service and then use the RegEdit tool to delete
the setting from the HKLM/Software/PowerMAN registry key. This step should be
performed just prior to creating the software image.

Deploying PowerMAN updates

PowerMAN is periodically updated. This may be necessary to resolve minor product problems or
introduce new features. For technical reasons the MSI file supplied with PowerMAN does not
support in-place upgrade installations. Therefore the existing PowerMAN installation must be
removed prior to installing a new one. This is a transparent process and no reporting continuity will be
lost if PowerMAN is immediately replaced. There are several ways to achieve this:

1 Using Group Policy for deployment (recommended method): Create a new PowerMAN
policy and unlink the old one. The old installation will be removed and the new one installed
the next time the workstation is rebooted. This should normally only require a single reboot.

1 Using Group Policy for deployment (alternative method): Use the Group Policy update
feature by amending the existing policy to update the deployed MSiI file. This is supported
because Group Policy automatically removes the old software before deploying the new
version

1 Non-Group Policy deployments (e.g. SMS/XCOPY etc.): Use a deployment script that
executes the following sequence:

T POWERMAN REMOVE
1 Copy new PowerMAN.exe to \Windows\System32
T POWERMAN INSTALL
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Removing PowerMAN (Uninstallation)

PowerMAN may be removed using the reverse of the mechanism used to install it:

1 Group Policy based deployment: Unlink the policy. PowerMAN will be removed following
the next system reboot

1 Non-Group Policy deployment (e.g. SMS/XCOPY etc.): POWERMAN REMOVE
When PowerMAN is uninstalled the cached reporting information is retained in the Registry. This
allows a subsequent installation to continue the reporting process with no loss in data continuity. To

completely remove PowerMAN and the Power Management event log the following Windows
commands may be used:

REG DELETE "HKLM\ SYSTEM CurrentControlSet \ services \ eventlog \ Power
Management" /f

REG DELETE "HKLM\ SOFTWAREPowerMAN" /f
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PowerMAN Configuration

PowerMAN provides support for a wide variety of power related settings. The following sections
provide a summary of the supported configuration features.

Tip: Unless stated otherwise all times are local times (to the PC) and in 24-hour format.

Product Licensing

The Product Licensing settings are used to configure the unique organisation product license.
These MUST be configured for PowerMAN to function:

Setting Meaning

RegisteredOrganisation The organisation that PowerMAN is licensed to. This must
be spelled exactly as supplied.

e.g. Example Corporation Limited

RegisteredProductKey The unique product key (PID) required to activate the
software. This is exactly six groups of four characters
separated by five dashes.

e.g. XGHK-GABQ-GDTH-UJKQ-HYJK-DBKY

Power Management Reporting

The Power Management Reporting settings are used to configure site membership and reporting
server. These can be disabled if reporting is not required. This is, however, not recommended,
because it will mean there is no direct way to measure site performance or fine tune the configuration.

Remote Management and Meaning
Monitoring
Site GUID Unique site identity used to track a group of computers

that are managed as a single entity. This value can be
generated on the server or with the Makeguid command.

e.g. {5¢c952¢c78-832f-4b68-bbf3-9986262e55ed}

PowerMAN Enterprise Server v5.2 and later supports
automatic site creation. If this feature is being used then
all workstations should be assigned the root SiteGUID.
Please see the PowerMAN Enterprise Server
documentation for further details.

Server The address of the logging server. This can be blank if
management reporting information is not required. The
standard logging server is pmstats.org

Server Port The port number of the logging server. This is usually 80,
443 or 8080. The pmstats.org hosted reporting system is
available on ports 443 and 8080. A private PowerMAN
Enterprise Server may be configured to run on any port.

Proxy The address of the local proxy server that PowerMAN
must use to send management information to the logging
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server. This can be blank if a proxy server is not required.

Proxy Port The port number of the proxy server. This is typically
8080 and is ignored if no proxy server is configured.
Log Backup File Some sites frequently re-install (sometimes called re-

image) workstations to ensure a smooth user experience.
A similar scenario occurs when system protection
software such as Faronics Deep Freeze or Microsoft
Steadystate is used. In such configurations the most
recent power usage information can be lost during a re-
installation. This can result in the PowerMAN reporting
feature providing only intermittent data. This can be
avoided by configuring PowerMAN to store a backup of
the usage information. It is the responsibility of the system
administrator to ensure that this file is protected during
the reinstallation process by either excluding it from being
over-written or by moving it to a safe location. This setting
must refer to a local path.

e.g. %windir%\system32\logfiles\PowerUsage.xml
e.g. T:\PowerUsage.xml

Tip: If the workstation is not frequently re-installed
this setting may be left blank. When used with
Faronics® Deep Freeze this file may be located in the
6Thaw Spaced. This may opti

Report Live Status Report contemporaneous power status information
whenever a significant power management event occurs.
This includes:

Start-up / shutdown

Sleep or hibernate

Resume

User logon / off

Battery / Mains power source

E I E ]

NB: This feature is enabled by default and will generate a
very small amount (approxmiatly 2-4KB) of additional
network data per day/workstation. This feature requires
PMES v5.3.0 or later.

Include Hardware Data Report hardware details about the current workstation
including:

1 Number of CPU sockets / cores / logical
processors

Estimated CPU speed (MHZz)

CPU make / model

Installed RAM

Motherboard make / model

BIOS make / version / release date
Number of hard / optical disks

= =4 -4 _a_4a_9

NB: This feature requires PMES v5.3.0 or later

Hide PC Identity Do not report the computer name or MAC address. This
may be desirable to further anonymise the PowerMAN
data collected. Enabling this feature will make it
impossible to determine which workstation generated the
data.
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Default and No User Power Settings

The Default Settings and No User Power features allow idle policies to be configured for all users
and when nobody i s | ogged on respectively. I f a ONo
policy also applies when nobody is logged on.

In some situations it may be desirable to employ a separate, often stricter, policy when no user is
logged into the computer. For instance, it is often acceptable to shut down a computer when no user
is present although this may be unacceptable for a user is logged in. The No User Power Settings
section allows you to configure a separate policy for this situation. The majority of the settings are
comparable to those available in the Windows XP control panel applet (Powercfg.cpl).

Tip: In addition to supporting distinct policies for different user scenarios, PowerMAN also
allows different policies to be active at different times. These features may be combined to
create a layered power management strategy where different policies apply at different times
and to different users. PowerMAN prioritises the policies in numerical order and implements the
first applicable policy.

Setting | State
|iz| Defaul: Power Settings Enabled
|iz| Defaul: Power Settings Additional #1 Enabled

Enabled
Mot configured
Mak configured

Default Power Settings Additional #2
|iz] Defaul: Power Settings Additional #3
|iz| Defaul: Power Settings Additional #4

Tip: Take care to avoid overlapping policy times. PowerMAN will always use the first applicable
policy and therefore will normally ignore an overlapping policy.

Default Power Settings Meaning

The inactive time in minutes, when running on AC (mains
power), that will trigger the user to be logged out.

Logout Timeout AC

Logout Timeout DC As above but applies when running on battery power.

The following settings are available for both the Default and No User configurations:

Default and No User Power
Settings

Meaning

A name to identify the policy. This is displayed in the
Control Panel power applet and also used in the power
management event log. The policy name is mandatory.

Policy Name

Idle Action AC The action to take (shutdown, suspend, hibernate,
nothing) upon entering the idle state
Policy Applies The days that the policy will apply

Start Time (hh:mm) (Optional)

The time of day the policy starts to apply. This may be
blank. A blank time is treated as 00:00.

End Time (hh:mm) (Optional)

The time of day the policy ceases to apply. This may be
blank. A blank time is treated as 23:59.

Idle Timeout AC

The inactive time in minutes, when running on AC (mains
power), that will trigger the idle action.

Idle Action DC

As per Idle AC but applies when running on battery power.

Idle Timeout DC

As above

Monitor Off AC

The inactive time in minutes, when running on AC power,
before switching the console monitor off.

Monitor Off DC

As per Monitor Off AC but applies when running on
battery power.
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HDD Off AC

The inactive time in minutes, when running on AC power,
before switching the hard disk off.

NB: This policy may not be very effective on many
systems that perform frequent background tasks. See
troubleshooting section for further information.

HDD Off DC

As per HDD Off AC but applies when running on battery
power.

CPU Performance AC

The processor throttling policy to apply when running on
AC power:

Adaptive i Match performance to demand

Degrade i Maximize energy saving by reducing CPU
performance

None i Maximize performance (increased energy
consumption)

Processor throttling is not available on all hardware and is
ignored if it is not supported. Energy consumption can be
dramatically reduced when CPU Performance is set to
degrade. This is especially useful when no user is present
as it unlikely to have any adverse impact. See the
following for additional information:

http://www.microsoft.com/whdc/archive/winpowmgmt.mspx

CPU Performance DC

As per CPU Performance AC but applies when running on
battery power.

Preference Tag (optional)

See policy preferences section for further information. This
setting may be blank.

r 5
Power Options Properties 33 Power Options liléj
Pawer Schemes | lams | Pawer Meter | Advanced | Hibemnate Advanced settings
cf Select the power scheme with the most appropriate settings for -
@ this computer. Mote that changing the settings below will madify \[ Select the powerlplan that you want to custornize, and
the selected scheme. then choose settings that reflect how you want your

Fower schemes

computer to manage power,

Eg'ﬁ' Change settings that are currently unavailable

[Managed policy for James [Active] hd
Saveds.. Delet
[ savess. | [ Doete Additicnal settings -
Hard disk
Settings for Managed policy for James power scheme Wireless Adapter Settings
‘wéhen compter iz %&a Flugged in ] E:t?;ii’;g on = Sleep 3
Sleep after
Allow hybrid sleep
Tumoff hard disks: | fter 15mins | [After1Bmine v B Hibernate after
On battery: 15 Minutes
Plugged in: 15 Minutes
System standby: |After 30 ming V| |Afler 30 ming v | = LISE setfinas v
System hibernates: |Never vl |Never v| Restore plan defaults
[ ok [ cance | [ ok ][ cancel || eply
PowerMAN running on PowerMAN running on

Windows 2000 / XP

Windows Vista/7/8/10
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The Scheduled Actions feature allows specific power management actions to occur at specific
times. This can be used to shutdown, reboot or suspend the PC and optionally resume it again.
Multiple scheduled actions may be configured to run concurrently.

Setting

Meaning

Randomly Distribute Wake Times

Allow wake-up times to be distributed a few
seconds either side of the specified time.
This is option is designed to avoid power
surges that could result from many
computers simultaneously resuming at the
same time.

Scheduled Wake (Resume)

The Scheduled Wake option allows you to configure a time that the computer will automatically wake

from the sleep or hibernated states:

Scheduled Wake

Meaning

Days

The weekdays that the scheduled wake policy will apply
(typically All or Mon-Fri). This option may be extended
by editing the ADM file. See appendix for further details.

Only Dates (optional)

The days of the month that the scheduled action will
apply. This works in combination to the weekdays
specified and may be left blank if not required.

e.g. To wake on the 1%,8", 15" and 29" of each month
at 23:00 - specify: 1, 8, 15, 29 and set days to
AEverydayo

Day(s) I Everyday j

Only Dateds) (Optional) Il, 8,15 29

Tirne (hkirarn) |23:uu

Time (hh:mm)

The local time that the computer is scheduled to wake.
Typically this value is set to be a few minutes before the
user requires the computer. Remember that, depending
on other power settings, the computer may shutdown or
sleep if no activity occurs within the timeout period.
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PowerMAN uses two complementary systems for PC wake-up.

The scheduled wake-up feature uses the timer built-in to most modern computers. This
more reliable than Wake-on-LAN (WoL) techniques and does not require any network
communication. You can test this feature on a PC by using the SLEEPCHECKor
HIBERCHECKcommands. The scheduled wake feature is not suitable for ad-hoc wake
because the timer must be configured before the PC enters the low-power state.

The PowerMAN server system also allows you to perform ad-hoc system wake-up. This
can be accomplished by clicking the link provided on the server reports or by manually
forming the required wake URL. This feature requires the Data Synergy WakeMAN
software.

To use a Wol based technique some computers will need this feature to be enabled. This
configuration is usually accomplished in two phases:

1. Wake-on-LAN must be enabled in the BIOS. The Data Synergy DMCMOS32
tool may be used to automate this process

2. The network card must support WOL and this must be enabled in Windows
Device Manager

Remember: Not all computers supports scheduled wake. This is because it requires
certain circuitry to be present on the computers motherboard. In practice most modern
computers do have this function. In some cases it may be necessary to modify the BIOS
settings to enable this feature. PowerMAN is capable of reporting if the computer believes
it is capable of automatic wake. This reporting information is, however, not always
accurate. If in doubt please contact your PC vendor. PowerMAN Technical Support can
provide further information on debugging automatic wake issues.

Scheduled wake can be especially useful when combined with an idle action of sleep or
hibernate. Typically most modern systems cannot resume from the full power-off state but
can resume from sleep/hibernate. This means that a system can be automatically made
available at a specific time of day such as the start of a school day.
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Scheduled Suspend / Reboot / Shutdown

The Scheduled Suspend/Reboot/Shutdown feature allows you to specify a scheduled time that the
system will automatically enter a power saving state, reboot or shutdown. This approach is generally
not as power efficient as idle based approaches but may be appropriate in classrooms or similar
where a predictable outcome is desirable:

Scheduled Shutdown/Sleep Meaning

Days The weekdays that the scheduled action will
apply (typically All or Mon-Fri). This option
may be extended by editing the ADM file.
See appendix for further details.

Only Dates (optional) The days of the month that the scheduled
action will apply. This works in combination to
the weekdays specified and may be left blank
if not required.

e.g. To sleep on the 1% and 10" of each
month specify: 1, 10 and set days to
AEverydayo

Time The local time that the computer is
scheduled to enter the specified state.
Typically this value is set to be a few minutes
after the closuring of a public access area.

Mode How to apply the specified action - This may
be one of the following:

1. Allow user to cancel the action (the
user is prompted)

2. Do not allow user cancel (the user is
warned but cannot prevent the
action)

3. Only if no user logged on (the action
is ignored if a user is present)

Action The action to take. This may be sleep,
hibernate, reboot or power off.
Resume If Necessary Allow system to wake from a low power state

in order to perform another task or transition
to another power state.

This setting is typically used in environments
where Sleep (S1-S3) is used during the
daytime but at night additional energy saving
is desired by changing to Hibernate (S4) or
power off (S5). If this setting is enabled the
system will wake from one state and
immediately transition to the specified state.
As with the scheduled wake feature this
function depends upon the hardware support
for scheduled wake-up.

Override Allow scheduled event to be inhibited by

other programs or settings. This option can
be used to prevent the event from occurring
when a protected program or file is present.
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User Prompt The message displayed to the user (if
present) when the scheduled action runs

Prompt Timeout The time that the message is displayed to the
user.
Maximum Postpone The maximum time that the user may

postpone the scheduled action (if permitted).

The available postponement time decreases
with each postponement subject to the
prompt timeout period.

Tip: Some organisations have found that power saving can be maximized without
sacrificing usability by combining sleep and hibernate. In such a configuration sleep is
configured as the O6daytimed idle action
10 minutes). This means that the system will frequently sleep but is available almost
instantly should the user require it. The user experience with such a light sleep is very
similar to that when only the monitor is turned off. When this is combined with
scheduled hibernation during non-operating hours (night) and wake at the start of
operating hours the user may not even notice that the system is using power saving.

2cheduled Power Management [Remaining 50s]

. The computer has been configured save energy by sleeping when unused

1 Minke j Postpone Cancel 0] 4

1 Minuke
Z Minutes
o Minutes

10 Minukes
15 Minutes

30 Minutes
o0 Minukes
120 Minuktes
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Global Power Settings (Power buttons, lid switches etc.)

PowerMAN supports the following Global Power Settings. These apply to the workstation at all
times regardless of which user is logged on:

Global Power Settings Meaning

Lid Open AC The action to take, when running on AC
power, when the computers lid (if present) is
opened. Support for this feature may not be
present on all hardware.

Lid Open DC As above but applies when running on DC
power

Power Button AC The action to take, when running on AC
power, when the power button is pressed.

Power Button DC As above but applies when running on DC
power

Sleep Button AC The action to take, when running on AC
power, when the sleep button (if present) is
pressed.

Sleep Button DC As above but applies when running on DC
power

Lid Close AC The action to take, when running on AC

power, when the computers lid (if present) is
shut. Support for this feature may not be
present on all hardware.

Lid Close DC As above but applies when running on DC
power
Password on wake Require a password when the computer

wakes from sleep or hibernate. This should
normally be enabled.

Show power meter Show the power meter on the task bar. This
policy should generally only be enabled for
laptop computers.

Video Dim DC Dim the screen when running on DC power.
This policy is typically only supported by
some laptop computers.

Protected Objects (including maintenance windows)

Power MAN all ows various objects to be &éprotectedo.
management may be inhibited. The following protected objects are supported:

Protected Setting Meaning
Protected Times Specifies a time window that power
(maintenance windows) management will be disabled. Optionally the

system may be configured to resume from a
low-power state to enter the protected time
period.

A protected time may optionally be specified
to only apply on certain days of the month.
This works in combination to the weekdays
specified and may be left blank if not
required.
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e.g. To apply on the 1st and 10th of each
month specify: 1, 10 and set days to
AEverydayo

Protected Computers Specifies a list of computers where power
management is disabled. This may be used
to provide exceptions for certain computers
within a policy group that generally
implements power management.

Protect Computer Protect any computer that this policy is
deployed to.
Protected Programs Specifies a list of programs that, when

running, require the system to remain awake.

Program names should be specified without
a file extension.

e.g. CMD and not cmd.exe

To specify a minimum CPU load% threshold
for the protected program use ;10%

e.g. CMD;10

The minimum CPU load must be 10-100%

Protected Files As above but applies to files. When a file in
the protected list exists PowerMAN wiill
ensure that the system remains awake.

Files should be fully qualified and include a
file extension.

e.g. C\CONDOR\ACTIVE.LOG

Protect Users See: Distinct User Policies below

The Protected Server Service/Shares feature allows you to configure the client computer to remain
awake (not idle) when the computer is sharing resources:

Protected Setting Meaning

Protected Server Service/Shares The following options are available:

Server service running i This service
provides resource sharing features to other
computers. It is enabled by default. This
option should be used cautiously as it will
inhibit power management on typical
systems.

File shares i Power management is
inhibited if any file share is present

Print shares i Power management is
inhibited if any file share is present

This policy also supports logical
combinations of File/Print shares.
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Resume Configuration Feature

By design Windows will return to the previous low power state (sleep or hibernate) after few minutes if
there is no user activity following an automatic resume. This feature is automatically disabled as soon
as user activity resumes. On some systems application behaviour may interfere with this feature or it
may be undesirable. For instance, this Windows feature can sometimes interfere with a scheduled
Anti-virus scan.

Power MRBstime Configuration feature allows this Windows feature to be inhibited where
necessary:

Resume Configuration Setting Meaning

Inhibit re-suspend timeout Specifies a period of time during which
PowerMAN will prevent the system from
returning to the previous low power state.

If no user activity occurs during this period
PowerMAN will subsequently allow the PC to
return to the previous low power state. This
process is terminated immediately upon any
user activity

Activate Display * Allow the display to be turned on following an
automatic system resume.

*This feature is not supported on some
hardware platforms or graphics cards.

Power Policy Enforcement / Anti-lInsomnia Feature

PowerMAN supports a Policy Enforcement / Anti-Insomnia feature. This can be used to ensure
that the specified idle action will occur and cannot be suppressed by Windows or another program.
This is someti mes knownneeessanpdd Gomé systemnmwhera the instalted i s
software may periodically reset the Windows idle timer or otherwise prevent the system from idling.

Policy Enforcement Settings Meaning

Extra Timeout AC The amount of time, in addition to the
specified idle timeout after which the idle
action will be forced.

Extra Timeout DC As above but applies when running from
battery power.
Managed policies only Apply policy enforcement to managed

(PowerMAN) policies only. If this setting is set
to disabled policy enforcement will be applied
to the active power scheme even if it was not
created by PowerMAN. This is disabled by
default.

No user policy only Apply policy enforce
User 6 policy t hat ap
logged in. This is disabled by default.

The policy enforcement feature is enabled by default with a grace period of 15 minutes. We
recommend that this feature is not disabled.
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Hardware Device Power Management Settings

PowerMAN allows the power management properties of some hardware devices to be configured
centrally. This feature is intended to ease the transition to a power managed environment by ensuring
hardware settings are consistent. Separate settings are provided for portable (laptop) and desktop
computers. Portable computers are those with an internal batter. All of the following features become
effective at the next reboot:

Device Power Management Setting Meaning

Network interface power management Specify power saving / wake mode for
supported network interface devices. This
may be used in preperation for a Wake-on-
LAN (WoL) deployment or to disable WoL.

The available options have the following
meanings:

Disable power management i No power
saving enabled.

Allow power saving modes i Allow device
to enter low-power state

Allow computer wake (any) 1 Allow any
network packet to wake workstation (not
recommended)

Allow (WoL) computer wake (strict) T Allow
only Wake-on-LAN packets to wake PC. This
is the recommended setting.

The 'Allow Wake (Any)' setting may cause
occasional wake-up due to normal network
traffic and should not be used on portable
computers. This setting becomes effective on
the next reboot.

This feature supports most network interface
devices. Please contact Data Synergy
Support if this feature fails to work with your
device for further advice.

USB Hub power management Configure power saving mode for USB hubs.
(Selective Suspend) In some Microsoft documentation this feature
is known as O0selectiyv
USB hubs to enter a low-power state can
decrease overall energy consumption.
However, this may also prevent a device

such as a keyboard, connected to the hub
from being used to wake the workstation.

NB: The principle purpose of this feature
is to disable power management for USB
hubs that manage a USB keyboard where
the keyboard is used to wake the PC.

HID Keyboard / Mouse wake Configure keyboard / mouse devices to wake
the PC. In some cases this may also require
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a related BIOS settings change to operate.

This feature is not available for legacy
PS/2 devices.

USB S3 Sleep / Wake
(Windows XP/2003 only)

Allow S3 sleep mode when USB devices are
configure to wake the system. On some
systems compatibility problems have been
found with S3 mode when using USB
devices.

In some rare cases using this feature can
result in system instability during suspend or
resume if S3 is not fully supported. Please
see http://support.microsoft.com/kb/841858.

This is only supported on Windows
XP/2003 and may not function for all
hardware.

User Interface Settings

PowerMAN

Help
About

My PC Statistics
Opt-Out

Keep Awake
Exit

PowerMAN includes an optional user interface
feature. This makes some convenient options
available to users via an icon in the System
Notification (Tray) area.

The user interface allows users to interact with the
power management strategy and, within limits,
customise it for their own requirements. Experience
has shown that this can greatly increase user
acceptance of a new power managed environment.

l«ﬂ WESiP) 13113 The user interface may be enabled only for certain

users and each feature within the interface may be
configured via the policy settings below:

User Interface Setting Meaning

Display GUI Enables sdisplay of the user interface icon. If necessary
the icon can be enabled without enabling any of the other
Ul features.

Help Page The URL of the power management help page. This can
be the default page provided by Data Synergy or a
custom page specific to your organisation. To disable this
feature blank the page link. The default page is:
http://www.datasynergy.co.uk/help/powermanhelp52.aspx

Allow exit Permit user to exit the Ul

Allow opt-out

Configures the opt-out menu option. When enabled this
allows a user to opt-out of the centrally managed power
management strategy and self-configure using the

standard Windows Control Panel appley (powercfg.cpl).

When this feature is enabled the Control Panel power
management applet can be opened by double clicking on
the PowerMAN Icon

We recommend that this feature is only enabled for
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users that strictly require it.

Allow keep awake

Configures the keep awake feature. When enabled by the
user this feature will prevent the computer from entering a
low power state.

We recommend that this feature is only enabled for
users that strictly require it.

Personal Statistics Link

Enables display of the personal statistics menu option.
When selected this link will open the PowerMAN statistics
webpage for the current workstation.

This option is intended for computers that are
predomenatly used by a single user and should not
be enabled for shared workstations.

The majority of user interface settigs are available as both per-computer and per-user settings. If a
user policy is specified it takes precenece over the computer policy. The behaviour of the user
interface feature may be further modified using the miscellaneous settings.

PowerMAN User Interface Icon

The PowerMAN icon displays the current power management state. In some cases the icon may be
overlaid with an additional symbol as indicated below:

Meaning / Icon

Keep awake Out-out enabled | Forced awake
enabled (third-party app)

Managed Plan
Active

No managed
plan / Managed
plan not active

The user interface is designed to place minimal requirements upon the workstation. For this reason it
only updates every few seconds. There may be a small delay between changing power management
state and the icon changing. This is normal.
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Miscellaneous Power Settings

PowerMAN provides several miscellaneous configuration features under the miscellaneous section.
These are generally minor features or features that influence the way other policies are interpreted.

Separate DC power policy settings are provided for systems, such as laptop computers, that run on
both AC and DC power. Typically the DC policy will be stricter to enhance battery life. For desktop
computers these values should be set to the same as the AC policy. The DC settings are ignored
unless the Separate DC Settings feature is enabled:

Setting Meaning

Separate DC Settings Allow separate DC settings to be configured.
When disabled any DC settings are ignored.
This option should be set to not-configured or
disabled except when configuring PowerMAN
for use with portable computers. If separate
DC settings are used care should be taken to
ensure they are compatible with the AC
settings.

The Hibernate (Suspend to disk) option allows you to remotely enable the Hibernate (S4) power
saving state. This is the same as selecting the checkbox on the local computers Power Management
Control Panel applet. As noted elsewhere S4 is the most effective power saving state available that

still retains the users6 (logon) session state.
Setting Meaning
Hibernate (Suspend to disk) Enable support for the hibernate (S4) power

saving option. This is the same as ticking the
hibernate option in the local control panel
applet. If hibernate is not enabled attempts to
hibernate will normally result in Suspend To
RAM (S1-S3) instead.

PowerMAN allows the various built-in Windows power management tools to be hidden. These
settings are available separately, using several different policies provided by Microsoft, and is
therefore provided to simplify the process with a single configuration option.

Setting Meaning

Hide Power Management Tools Hide the Power Management control panel
applet and the Screen Saver configuration
tab of the display properties applet.

This feature is only available in Windows
XP/2003.

Remember: Only Power Users and Local Administrators can usually change the
computer power settings. PowerMAN allows you to specify settings for all users
regardless of their access level. The option to hide the built-in Windows tools is
designed to prevent casual tampering. It will not prevent a knowledgeable Power User
(or above) from loading the Power Management Control Panel applet (Powercfg.cpl)
manually. This should not be a significant concern as any configuration changes a
user does make will be erased the next PowerMAN updates (usually every 10
minutes). If users really require the ability to override you Administrator defined
configuration you should consider either applying a separate user policy OR allowing
the user access to the opt-out feature via the user interface.
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The Ignore User Power Policies option allows you to disable the separate user specific power
settings on a per-machine basis. This option may be useful where you are using a combination of
default and specific user settings but on certain workstations you want the default settings to apply
regardless.

PowerMAN Power Manager v5.4

Setting Meaning

Ignore User Power Policies Ignore any user specific power settings
(configured in a user-based policy).

When a user is logged in the default settings
willapplyand the wuseroés Pd
ignored. When no user is logged in the No
User settings, if present, will apply.

This setting may be used to override the
specific user settings on a per-computer
basis. This is ideal for shared systems or
computers in a public area.

The Ignore User Opt-out feature instructs PowerMAN to ignore the user opt-out option available, at
the administrator& discretion, to users via the user interface icon.

Setting Meaning

Ignore User opt-out Ignore user opt-out configuration. This option
also removes the user opt-out option from the
user interface menu.

The Discard User Opt-out and Discard User Keep Awake features instruct PowerMAN to discard
any user opt-out or keep awake setting upon logon or reboot. This may be used to discourage
persistant abuse of these features by users to workaround the intended power managemen scenario:

Setting Meaning

Discard User Opt-out Discard user opt-out selection upon logout /
reboot.

Discard User Keep Awake Discard user keep awake selection upon
logout / reboot.

Windows Vista and later allow the hardware wake-up timer to be disabled. This decreases power
consumption in a low-power state by disabling automatic system resume. If system resume is not
required then these timers may be safely disabled. Conversely, if wake-up is desired then this feature
should be enabled. This feature has no effect on legacy operating systems prior to Windows Vista:

Setting Meaning

Allow wake-up timers AC Globally enable/disable hardware wake-up
timers on AC power

Allow wake-up timers DC As above when running on battery power.
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Custom Actions

PowerMAN allows specific custom actions to be performed during system suspend and resume.
These actions can be run for the entire system or per-user. Custom actions may be used to
implement workarounds for undesirable application behaviour in a power managed environment or to
notify a third-party component that suspend/resume is occurring.

Two action types are currently supported:

1. CLOSEWINDOW i Close specific application window(s) or dialog(s). This action supports
wildcards.

2. RUNPROG and RUNHIDDEN i Launch application / script

The command syntax and operation of custom actions is further explained in the Appendix at the end
of this document.

Policy Preferences Feature (Advanced)

The PowerMAN Policy Preferences feature allows a menu of power policies to be assembled and
periodically displayed to the user for self-selection. This may be used to greatly increase user
participation in an enterprise-wise power management strategy whilst strictly controlling the options
available. We recommend that this feature is only used by administrators already familiar with basic
PowerMAN configuration.

Tip: This feature may also be leveragedinnon-di r ect ory envir onmen
power policies and to selectively activate the desired policies using client-side logic. This
may be achieved by using the Policy preset or Registry defined for system modes.

The preferences feature may be combined with the start/end policy times and default, no user/
specific user settings to create powerful, multi-layered policies. The preferences system also provides
for a fallback to an alternative policy if no preference policy is applicable. It is good gractice to provide
a fallback policy. This will ensure that a centrally defined policy always applies.

Tip: Multiple Default, No User and User-specific policies may be tagged with the same tag.
The normal PowerMAN rules apply and the first applicable policy will apply. This may be
used to implement a linked collection of policies that apply at different times and in different
situations

The preferences feature is implemented using a Preference Tag that may be assigned to PowerMAN
idle policies. The tag is a short alpha-numeric string and is not displayed to users. This tag associates
groups of related policy settings together.
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The preference tag field should be left blank when not required.

TOTE TTIEOLIT S IjU ITIRLTES

|

Idle Action DT |Sleep

[

Idle Tirmeout DC |3n Minutes

haonitor Off AC |2IJ Minutes

Monitor Off DiC |2[| Minutes

[
[
[

HOD Off AC |zu Minutes

HOD Off DC |zn Minutes

CPU Peformance AC

I.ﬂ.daptive - Match dermand

CPU Performance DC

IAdaptive - Match demand

Pref. Tag (optional)  |daytirme

ol

Powver settings that apply at all tirnes and to all users ;I
(including when nobody is logged on) unless more
specific settings are applicable, The tirme settings are
in local system time and may be blank, Do not
configure a monitor timeout if also using the
PoweerSoW (logout) screen saver, Al timeout values
MUET be less than the idle tirneout §f defined).
Multiple policies are provided, PowerbAAN will apply
the first policy thatis applicable. The Preference Tag
iz optional. Palicy name must be < 32 characters.

0]4 Cancel | Apply |
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The following basic settings are supported:

Policy Preferences Configuration Meaning

Mode Defines the operating mode of the policy
preferences feature.

The available options have the following
meanings:

User self selection T The user is prompted
to self-select from the available options. The
selection only applies whilst the user is
logged on.

User selection for system i The user is
prompted to self-select from the available
options. The selection applies to the
workstation regardless of who is logged on
until a subsequent selection.

Policy preset i No user interface is
displayed. The selection is defined by a
policy setting.

Registry defined for system 1 No user
interface is displayed. The selection is
defined by a registry setting. This feature
allows the selection to be made by third-party
logic or a script.

Fall-back to Defines the PowerMAN behavior if the
current policy preference selection is not
available.The available options have the
following meanings:

Any applicable policy 7 Use first applicable
policy regardless of policy tag

None. Preference policy only i Only use
tagged policies. If no applicable tagged policy
available do nothing.

Non-preference policies only i Ignore
tagged policies and use first applicable non-
tagged policy.

The Policy Preferences selection menu is displayed whenever a user selection is required. This can
be because the interface has not been displayed for a period of time or because the previous
selection is no longer available. The following settings are available to configure this feature:
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Policy Preferences User Interface Setting Meaning

Display Interface Defines how often the selection menu is
displayed.

User Prompt Defines the message displayed to the user

Options (tag;description) Define a list of options to display. These are
in tag;description format where the tag is
available within the pool of available policies.

For example, the Options (tag;description) configuration could be:

Show Contents

Optionz: [tag;description) Ok

daytirnePC will gleep after 30 min 3am-Bpr. Othenaize PC will hibernate after 30 min
strictdaytime;PC will zleep after 10 min and shutdoven when nobody iz logged on

it

Cancel

remateuzerPC will never sleep o

Femove

L

PowerMAN will only display menu options that are available. Therefore, if no options are actually
available the policies the menu will not be displayed. The menu is displayed when the user next logs
on:

Power Management Preferences

Please select a power management preference from the Following options:

&vailable Options

P will sleep after 30 min Sam-6pm. Otherwise PC will hibernate after 30 min
I PC will sleep after 10 min and shutdown when nobody is logged on

PC will never sleep

8]4

The menu may also be displayed at any time by

PowerMAN selecting the option from the PowerMAN icon.

Help

About

My PC Statistics
My Preferences
Opt-Out

Keep Awake
Exit

<« Oy 17:25
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